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The BIKE team has made the the following changes targeting the 2nd
round of the NIST Post-Quantum Cryptography Standardization project:

Decoder: The Backflip decoder has been devised and added to our
proposal as an alternative decoder. This algorithm attains negligi-
ble decoding failure rates which enabled the development of IND-CCA
BIKE variants. The decoder algorithm should be seen as a building-
block that users can pick and choose according to their requirements
(static/ephemeral keys, decoding failure rate, performance, etc).

IND-CCA BIKE Variants: Three new BIKE variants that attain
IND-CCA security have been devised: BIKE-1-CCA, BIKE-2-CCA,
BIKE-3-CCA. These are modified versions of BIKE-1, BIKE-2 and
BIKE-3 schemes, respectively. These new variants allow for static keys.

Spec: The specification document has been updated to integrate the
Backflip decoder description, the IND-CCA BIKE variants description,
the IND-CCA security proof, the suggested parameters for the IND-
CCA variants, and the analysis of the BIKE hardware design.

Reference and Optimized Implementations: The reference and
optimized implementations have been updated to integrate the alter-
native Backflip decoder and the IND-CCA BIKE variants.

Hardware Implementation: A BIKE hardware design targeting the
Xilinx Artix-7 has been developed and benchmarked.

Team members: Valentin Vasseur joined the BIKE team.



